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Policies of the Money Laundering and Financing of Terrorism Reporting Department

1- The scope

This framework applies on all bank’s departments and branches

2- The Purpose

This framework aims to create a unified reference for procedures related to money
laundering and financing of terrorism so that it reflects all laws, regulations, instructions
and circulars governing the compliance function and issued by governmental and official
agencies operating in Iraq and abroad as international institutions and the best practices

followed and approved to perform the functions of the department.
v This framework urges the Board of Directors, executive management and

employees of Al-Huda Bank to work in accordance with the regulations of the
Central Bank of Iraq and other regulatory, supervisory and legislative bodies in

force in Iraq as needed.
v" Ensuring appropriate monitoring and periodic reporting on the work of the Money

Laundering and Financing of Terrorism Reporting Department within Al-Huda

Bank.

3- Definitions
Politically Exposed Persons (PEPs)

They are people who hold or have held a senior public office in a foreign country (such as
a head of state or government, judge, military officer, high-ranking government office,

prominent political entity, or prominent figure in a political party).

Money Laundering and Financing of Terrorism Reporting Department:
[t is an independent department that specializes in receiving notifications coming from
bank’s branches and departments about operations that are suspected to include money
laundering and financing of terrorism operations. The department undertakes
investigations and examinations of notifications and information received regarding
transactions that are suspected to include money laundering operations, and informs the
Anti-Money Laundering Office of any evidence that the investigation reveals of any
evidence that the investigation reveals that one of the crimes stipulated in the law has been
committed.




4- The most prominent points of difference between money laundering and

terrorist financing are as shown in the table below:

Financing of Terrorism

Money Laundering

Sources of funds

Collecting ~ funds internally
through cells) and collecting
funds from abroad through
organizations  of  beneficiary
countries or fundraisers

Collecting funds internally
through criminal organizations

Methods used to
smuggle funds

Preferences for banking facilities
in financial transfers or informal
financial  institutions  through
transfer and exchange companies

Banking  preferences  and
facilities within the financial
system

The most prominent
evaluation points for
any suspicious
activity

Suspicious business relationships
such as financial transfers
between parties that are not
related to each other and are not
related to the nature of their work

Suspicious bank transfers such
as unfamiliar deposits on
customers' accounts, their
material value and transfers

The amounts used

They are usually small to avoid
auditing when reviewing

Very large sums are placed to
avoid legal procedures and
requirements

Adequacy of
financial transfer and
its activity

Lack of sufficient information
about the nature of the
beneficiary and its execution
from reality

A complex series of transfers,
usually involving fictitious
companies or entities in
separate regions of the world

Funds path line

A straight line: where funds that
started its path with a terrorist
group or organization ends in a
direction other than the one that
initiated it

Circular: The transfer usually
ends with the same person or
entity that initiated it




Money Laundering:

It is every act that involves money acquiring, possessing, disposing of, transferring,
managing, preserving, replacing, depositing, investing, and tampering with its value,
transferring it, or any other act, and the intent of this act is to conceal or disguise its
source, true nature, location, or movement or how to dispose of it, its ownership, or the
rights related thereto, and prevent knowing who committed the crime from which the
money was obtained, knowing that it was obtained from any of the crimes stipulated in the
Anti-Money Laundering and Terrorist Financing Law No. (39) Of 2015.

Financing of Terrorism:

It is financial support in any form to entities and parties that encourage involvement in
terrorism, and this includes those involved in transferring funds to terrorist entities and
organizations and financing them, which may sometimes be legal or legitimate in origin,
but they are accompanied by concealing their sources and ultimately using them to finance

terrorism. As stated in the Anti-Money Laundering and Terrorist Financing Law No. (39)
Of 2015.

Financial Action Task Force (FATF):

It is an intergovernmental body whose mission is to study money laundering and financing
of terrorism techniques and trends, and to prepare and develop Anti-Money Laundering
and Combating Financing of Terrorism policies, locally and internationally.




S- The responsible bodies
v" Board of Directors
v Managing Director
v" Money laundering and financing of terrorism reporting department
v" Compliance department

6- The method

I.  Overview of money laundering and financing of terrorism
It is an attempt to convert the funds collected from practicing illegal activities into
clean funds. The goal of the money laundering process is to veil (screen) the source
of illegal funds until they are kept, transferred, or reinvested in more illegal
businesses. On the other hand, the goal of financing of terrorism process is to keep
its sources and the aspects in which it was invested confidential. There are three
stages of money laundering process:

v" Deposit Stage
This stage is represented in the deposit of illegal funds, which often be in

cash, in a number of bank accounts with banks or employ them in investment
projects or purchase of stocks and real estates

v" Coverage or Camouflage Stage

This stage is reflected in carrying out the exclusion of illegal funds and
transfer them locally or abroad (mostly to countries that are strict in the
application of banking confidentiality laws), these operations are often
characterized by being complicated in order to be difficult to track the source
of the illegal funds, by using the available banking operations and the
accounts of putative (fictitious) companies that do not exercise any real
activity only receive remittances and transfer them to other destinations.




v Merger Stage
The illegal funds, in this stage, shall be re-pumped into local and global

economy as legitimate funds by buying stocks, bonds, properties and others
and establishing investment projects .... Etc., i.e. in the form of legitimate
investments (especially in the developing countries), thus obliterating all
evidences that might indicate the real illegal source of funds so they seem as
if they are funds resulting from legitimate activities and therefore, money
launderers shall be able to use these funds and benefit thereof.

II. The importance of anti-money laundering and combating financing
of terrorism

Legal reasons

* Ensuring bank’s compliance with all legislative and regulatory requirements
issued by the Central Bank of Iraq, the Anti-Money Laundering and Terrorist
Financing Law No. (39) Of 2015, and the Iraqi official authorities and
international institutions associated with AML/CFT.

* Ensuring bank's compliance with the bank's internal procedures that are
relevant to the AML/CFT function and Know Your Customer (KYC) policy,
in addition to the internal and external suspicious transfer reports (STR).

e Supporting international efforts in AML/CFT.

* Prohibiting using bank’s services as a mean for money laundering and
financing of terrorism.

Reasons related to bank's status

* Ensuring that the bank will not be part of any illegal money circulation
process that may expose the bank’s reputation or its integrity to question, or
accuse the bank of fraud and manipulation charges, which may lead to the
bank’s dissolution and seizure of its funds in accordance with the laws (the
Office of Seizure of Internationally Transferred Funds) and other relevant
international laws.

* Protecting the bank and its employees from exposure to each of the risks of
reputation / legal operations that may lead to financial losses and or criminal,
administrative and civil penalties.




Reasons related to the success of the banking business

e Taking due diligence to know the customers they deal with and verifying
their personal and legal capacity, their legal position and the real beneficiary.

e Careful and accurate selection of customers who have reliable sources of
income and authorized activities.

e Referring to the legal consequences resulting from non-compliance with
AML/CFT and the risks that may lead to exposure thereto.

e Continuing to take note of customers’ banking operations throughout the
period of dealing with the bank (on an ongoing basis) as this represents one of
the most important anti-money laundering systems, (know your customer).

e Determining the responsibilities of the bank's employees with regard to
compliance, caution and reporting of any suspicious activities in accordance
with what is in force in the bank.

(Organizational structure of Money Laundering and Financing of Terrorism Reporting
Department)

AML/CFT Office

Board of Directors

Managing Director

AML/CFT Reporting
Department Manager

Assistant department
manager and staff Liaison Personnel




I11.

Responsibilities of Board of Directors and Money Laundering and
Financing of Terrorism Department Manager (Reporting Officer)
The board of directors within the bank approves the appointment of a manager of
the money laundering and terrorist financing reporting department so that he is
directly responsible before the board of directors with regard to AML/CFT
operations and suspected cases within the bank. It is worth noting that the bank must
send the qualifications and capabilities of the concerned employee before being
approved as the Manager of the Money Laundering and Financing of Terrorism
Reporting Department to the Central Bank of Iraq for approval, and among the most
prominent tasks of the Manager of the Money Laundering and Financing of
Terrorism Reporting Department are the following:

e Direct contact with the supervisory authorities, whether from inside or
outside the bank, in cooperation with the senior management of the bank.

¢ Sending notifications about suspected operations to the AML/CFT Office.

e Developing and reviewing the policies, procedures, systems, and controls
related to the money laundering reporting department in the bank, and
verifying the extent of compliance with the relevant legislation.

e Supervising the activities related to anti- money laundering so that he has the
right to act in accordance with the powers entrusted to him.

e Obtaining, without any restrictions, the transactions, accessing all the records
and documents that he deems necessary to carry out his activity, and
contacting the necessary employees of the bank to carry out these tasks.

e Working on preparing and providing the Board of Directors of the bank with
periodic reports (monthly), which show the following:

- Results of the periodic review of the AML/CFT systems and
procedures used in the bank in terms of weaknesses and proposals to
avoid them.

- Unusual and suspicious transactions that exceeded the limits set by the
bank, in addition to the measures taken (statistically numerical only).

- Any amendments to the policies, bylaws, or procedures followed in
the bank, during the period covered by the report.




IV.

- Training programs held in the field of AML/CFT (compared to the
annual training plan).

- Raising any recommendations, penalties or fines that the bank was
subject to during the period covered by the report.

- Any other issues or developments related to the work of the Money
Laundering and Combating Financing of Terrorism Reporting
Department.

The duties assigned to the Money Laundering and Financing of Terrorism

Reporting Manager, according to Article (12) of the Anti-Money Laundering

and Combating Financing of Terrorism Law, are as follows:

Setting up and implementing AML/CFT programs, this includes:

Working on proposing the necessary recommendations on internal controls in
order to implement the obligations imposed in the field of AML/CFT, in a
way that helps reduce the assessed risks.

Assessing money laundering and financing of terrorism risks that the bank is
exposed to, or may be exposed to, including identifying and understanding
these risks, taking effective measures to reduce them, and providing this
assessment to the supervisory authorities.

Verifying that employees obtain continuous training, in order to ensure
raising their capabilities in understanding the money laundering and terrorist
financing risks, the mechanism for recognizing unusual or suspicious
instructions and behavior, how to deal with them, and applying the measures
to be followed effectively.

Participating in the application of appropriate integrity standards when
selecting employees, in cooperation with the Human Resources Department.
Independent auditing to determine the effectiveness of policies and
procedures and the extent of their application.

Cooperate and coordinate with the relevant departments (legal department,
internal audit, risk management, compliance officer) in all matters related to
AML/CFT, the most prominent of which are:

v" Coordinating with the Risk Management Department, which includes

carrying out the following:




Risk assessment according to the risk management strategy in relation
to AML/CFT operations.

Approving the risk classification and the proposed risk assessment
procedures.

v" Coordinating with internal auditing, including doing the following:

Verifying the effectiveness of the bank's performance in tracking
suspicious transactions and the extent of their commitments with the
approved policies and procedures manual for the department.
Coordinating with the Legal Affairs for implementing and maintaining
the minimum level of dissemination of continuous legal awareness of
the risks of the bank's involvement in suspicious operations.

v" Coordination with Compliance Officer through:

Providing adequate information and guidance to the bank's staff on the
legal obligations incumbent upon them and the procedures that the
bank constantly follows regarding AML/CFT.

Developing and sustaining AML/CFT policies and procedures
followed by the bank in accordance with all legal obligations.

Not to open or maintain anonymous accounts or fake names.

Adhering to the names that are prohibited to deal with, whether they
are natural or legal persons, in addition to the decisions issued against
them, whether by local or international authorities.

Refrain from dealing with shell banks or entering into business
relationships with them or correspondent banking relationships with
them or with institutions that allow their accounts to be used by shell
banks.

Refrain from dealing with any financial institution that provides
services to internationally prohibited financial institutions.




v" Reporting suspicious operation in the bank:
Pursuant to the provisions of Article (2) of the Anti-Money Laundering and
Combating Financing of Terrorism Law No.(39) Of 2015, which are
summarized as follows:
¢ Reporting to the AML/CFT Office of any suspected money laundering
or financing of terrorism operations, whether the operation was
completed or not, according to the reporting form prepared by the
office for this purpose, and also providing it with the information and
documents it requests promptly.
e Providing records and information to courts and competent authorities
when requested.

v' Performing work requirements as required under the Anti-Money Laundering
Law and the rules and instructions issued by the competent authorities, in
accordance with the provisions of Article X, Paragraph (V) and (VI) of the
Anti-Money Laundering and Combating Financing of Terrorism Law No.
(39) of 2015, where item (V) states “If any of the financial institutions and
designated non-financial businesses and professions are unable to adhere to
customers due diligence measures, then it is not permissible to open the
account or start the business relationship or carry out the transaction or any
operations and the business relationship must be terminated, if it exists, and
the office must be informed about the customer”. Article (IV) states that
“Financial institutions, business owners and designated non-financial
professions shall apply customers due diligence measures on the basis of the
relative importance of risks and at appropriate times, taking into account the
validity and adequacy of previously obtained data”.

v' Compliance with the procedures stipulated in combating money laundering
related to the due diligence procedures used in all units in accordance with
the provisions of Article (10) of the Anti-Money Laundering and Combating
Financing of Terrorism Law No. (39) Of 2015 - which was previously
mentioned
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V. Responsibilities of the AML/CFT Reporting Department at the bank

v Compliance with all laws and procedures related to AML/CFT, especially

with regard to official identification documents of customers, monitoring

accounts, documentation, recording and keeping records, and compliance

with the laws and instructions in force in Iraq, the most prominent of which is

the Anti-Money Laundering and Combating Financing of Terrorism
(AML/CFT) Law No. (39) of 2015, in addition to the following:

Security Council Resolution (1373) to combat terrorism - United
Nations (1373 UNSCR)) and other laws issued by the Security Council
related to AML/CFT.

Bab lists on the countries, institutions and persons of the Office of
Foreign Assets Control known as OFAC of the US Department of
Treasury.

Recommendations of the International Financial Action Task Force
(FATF) on AML/CFT related to following and taking into account the
basic principles of each of the Basel Committee and the statement on
protecting the banking system from exploitation in any criminal
activity and recommendations on ways to search and investigate
customers (CDD).

Opening the door for reporting any suspected cases to all bank
employees.

Conducting training workshops for bank’s employees, with the aim of
spreading awareness and defining the role and responsibility of the
bank’s employees on AML/CFT, so that an annual plan is created to
train the employees, which includes the latest trends and techniques in
money laundering operations, and is specially designed in accordance
with the various activities and services of the bank. In addition to the
need to spread awareness among all bank officials and employees, of
the risk of suspicious operations to the bank’s reputation, and the need
to adhere to the bank’s operating policies and procedures, laws,
regulations, and instructions related to a AML/CFT, each according to
the field of his job, and to comply with the following:

* [t is not permissible, under any circumstances, to accept
managing accounts, conducting transactions, or carrying out
business with any current or potential customer who is suspected
of being involved, or it is evident from his behavior and actions
that he is attempting to engage in money laundering or terrorist
financing operations.




It is prohibited for any administrator in the bank to manage any
accounts by proxy for any customer except for the spouse and
relatives of the first degree, after obtaining the approval of the
Managing Director.

No customer shall be interrogated or investigated based on a
suspicion of money laundering, as the role of the bank in this
field is limited to collecting, analyzing, and reporting data and
information related thereto.

It is prohibited for any employee, under penalty of disciplinary
measures, to disclose to the customer or the real beneficiary,
directly or indirectly, or by any means, any of the notification
measures taken that are related to the financing of terrorism,
listed persons or entities, or the data related thereto.

It is prohibited to open any new account or deal with an existing
account for any (natural or legal person) if the customer's name
appears on the black lists approved by the bank or the lists
approved by the Central Bank of Iraq.

Not to enter into any financial transaction with or for the benefit
of any person who does not have an existing account with the
bank, except for Western Union transfers, only after obtaining
prior approval for that.

It is not permissible to deal or enter into banking relations if it
appears to the bank that the account will be used to deposit funds
obtained by the applicant for opening the account in a manner
that is inconsistent with the instructions, laws and legislation in
force.

It is not permissible to deal or enter into banking relations if the
applicant for opening the account declared or it became clear to
the bank in a way that does not accept any doubt that the account
will be used for prohibited purposes in accordance with the
instructions of the Central Bank of Iraq and / or the government
and / or the legislation in force in Iraq and the bank.

It is not permissible to deal or enter into banking relations if the
customer refuses to submit any documents related to his identity
or activity.

All customers and companies accounts shall be opened in the
bank’s branches only, and it is strictly prohibited for any other
party or department to open an account for any person, whether
natural or legal, except through the bank’s branches.




The branches shall be fully responsible for applying the
AML/CFT instructions contained in the Manual to all accounts
opened with them, regardless of the banking services or facilities
that will be provided to the customer and/or the importance of
the customer.

* It is strictly prohibited, in any case, to open an account for any
person or entity without completing the minimum identification
documents that will be discussed later.

v Developing monthly reports to the Board of Directors and quarterly to the
Central Bank of Iraq, containing suspicious transactions (statistically
numerical only) and the due diligence measures that have been applied in
order to combat those operations.

v' Developing quarterly form for assessing AML/CFT Reporting Department
and sending it exclusively to the AML/CFT Office.

Penalties incurred by the Bank

Al-Huda Bank is concerned and obligated to AML/CFT operations, as one of the main risks that
the bank may be exposed to is the risk of involvement in money laundering and terrorist
financing operations or the risk of failure to develop and implement policies and procedures
related to AML/CFT operations, which may affect the bank’s reputation and finances and that
possibility of the bank being subjected to severe disciplinary measures that may be imposed on
it by the official supervisory authorities. Where the Anti-Money Laundering and Combating
Financing of Terrorism Law No.(39) of 2015 and the Banking Law No. (94) Of (2004), in force
contained these penalties:

* Article (39) of the Anti-Money Laundering and Financing of Terrorism Law No. (39) of
2015 stipulates that “A financial institution shall be punished with a fine of no less than
twenty five million (ID 25,000,000) and up to two hundred fifty million (ID
250,000,000), in either of the following cases:




o Failure to keep records and documents to record its domestic and international
financial transactions, containing adequate information to identify such
transactions, and maintain the same for the period stipulated in the present Law.

o Opening an account, accepting deposits or accepting funds and deposits of
unknown sources or under fictitious or bogus names.

A penalty of imprisonment for up to three (3) years and a fine of no less than fifteen
million (ID 15,000,000) or any of these two, shall be imposed on anyone who:

o Discloses to the customer, beneficiary or any party except the competent
authorities and bodies, the implementation of the provisions hereof regarding any
action of reporting, investigation or inspection taken with respect to financial
transactions suspected to involve ML or FT, or the information related thereto.

o Refrains from submitting STRs to the Office, or intentionally submits false
information.

Article (40) of the same law also stated that “Any chairman or member of the Board,
owner, director or employee of a financial institution who violates any of the obligations
stipulated herein deliberately or through gross negligence shall be punished with
imprisonment and a fine of up to one hundred million (ID 100,000,000) or one of these
two penalties.

Article (41) stated “Any person, who abstains from submitting information to the Office
within (7) seven days from being notified to submit the same, shall be punished with
imprisonment for up to 1 year”.

Article (43) stated “Any person, upon entering or departing from the Republic of Iraq,
and when required by the representative of the General Administration of Customs, who
fails to declare or provides false information regarding funds, currency, or bearer
negotiable instruments he/she holds or is transporting into or out of Iraq through a person,
shipping company, postal service or through any other means, shall be punished with
imprisonment for up to two (2) years and a fine of no less than the value of the funds and
not more than (3) three times its value”.

Article (44) stated “Anyone who violates the provisions of the present law except for
Articles 37, 38, 39, 40, 41, 42 and 43 shall be punished with imprisonment and a fine of

no less than one million(ID 1,000,000) and up to twenty five million (ID 25,000,000), or
either of these penalties”.




e Article (42) stated “Any person who establishes or attempts to establish a shell bank in
Iraq shall be punished with imprisonment for no less than three (3) years and a fine of no
less than ten million (ID 10,000,000) and up to one hundred million (ID 100,000,000), or
either one of both sanctions”.

e Article (45) of the AML/CFT Law No. 39 of 2015 the following:

o Supervisory Authorities shall take the following actions without prejudice to penal
sanctions, in the event of violation by FIs or DNFBPs of the provisions hereof:
— Issuing an order to cease the activity leading to the violation.

— Withdrawing the work license according to the law.
— Issuing warnings by notifying the violating entity of the necessity to address

the violation within a suitable timeframe specified by the Authority.

|

Banning individuals from working within the relevant sector for a period to

be specified by the Supervisory Authority.

Restricting the powers of directors or requesting their replacement.

Collecting an amount of no less than two hundred fifty thousand (ID

250,000) and up to five million (ID 5,000,000) for each violation.

Know Your Customer (KYC) Principle

The starting point for the bank begins at the branch by knowing the appropriate due diligence
requirements for each customer and their basis, in order to verify the identity of the customer
based on the official documents submitted at the beginning of dealing with the customer or
when completing financial transactions for him personally or by proxy and verifying the official
documents of the legal person, which show the name of the institution or company, its address,
the names of the owners and managing directors, or any other relevant data.




‘The identity verification process is not limited to customers who have accounts in the branch,
but also includes those who benefit from other banking or financial services such as credit
cards, quick money transfers, and foreign exchange and exchange operations, rental of safe
deposit boxes, authorized signatories, agency owners, managers and partners. Therefore, it is
very important to do the following:

e Ensure that all documents, information and data are obtained based on the classification
of the customer as a natural or legal person according to what is stated in the procedures
for opening accounts and the instructions contained in the AML/CFT work guide.

e Making due diligence efforts and verifying the customer’s identity, data and information
again in the event that there is doubt about the integrity or validity of the data about the
customer’s identity that was previously obtained.

e Asking the customer to give information about any existing bank accounts or
relationships with other banks.

e Making efforts to determine the number of operations expected to be performed by the
customer and the average monthly amount of operations for each product and service
provided in order to provide information that helps to discover unusual methods of
operations and patterns that may indicate suspicious activities and which are not
consistent with the preliminary assessments and expectations of the nature and size of the
customer’s activity, which are considered an important indicator of suspicion of money
laundering operations.

¢ Developing appropriate information about all types of products and services expected to
be used by the customer through the account on a monthly basis, the number of expected
transactions, and estimating their values, especially for high-risk products and services
such as cash, financial transfers, trading in precious metals, stocks, etc.

e Attempting to determine the source of the funds feeding the account, with the exception
of salary accounts, retirement salaries, and fixed-income accounts, whose source of
funds, the purpose of using the account, and the purpose or purpose for which the account
was opened can be determined.

e When the account is a legal person / company, sufficient information must be obtained
about the structure of the company to identify the main owners of the shares and those
who mainly own or have control over the assets i.e. the managers or those who have the
power and authority to give directions to the managers of the company.




As for the joint-stock company account, it is very important to obtain a list of the names
of all the shareholders who own 100% or more of the company's shares, and to obtain
proof documented of the legal entity and its existence, in addition to the identity of the
right holders, including the natural persons who own or control the entity.

Collecting sufficient information about customers and their expected use of the bank’s
products and services available to them, which allows developing a perception of the
expected customer activity, which forms the basis for identifying unusual activities and
transactions with high risks that may indicate money laundering and terrorist financing.
Verifying that the potential customer is not included in the list of prohibited individuals
and entities issued by the United Nations, the US State Department Capital Watch Books,
the International Financial Action Task Force and other international bodies.

Assessing whether the customer is classified as a political figure by conducting a
verification of the customer's identity and completing the specific form for persons
engaged in political work.
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" Annex No. (1) Terms contained in the Operating Manual of the Money Laundering and

Financing of Terrorism Reporting Department

Terms

Concept

AML (Anti Money Laundry)

JsaY) Jut dnilSs

FATCA (Foreign Account Compliance Act)

A el el JELY) ) 56

FATF (Financial Action Task Force)

@LAS\ Jazll 5 4

KYC (Know Your Customer)

éh}:)g.ﬁﬁi

FAC Office of Foreign Assets Control)

daia¥) J pa¥) A e 1iSa

DD(Due Diligence)

AR

CDD(Customer Due Diligence)

O30 G daal 5l ALl

STR(Suspicious Transaction Report)

:tb),\.:m“ ) AP ):))33

UNSCR(United Nation Security Council

Resolution)

EDD (Enhanced Due Diligence)

48<]) 2\_.;_;\}}\ &a\_’ud\

TGS (Real Time Gross Settlement)

Shiinll 8 gl 8 Adlaa Y1 Ay gl AL




Annex No. (2) Supporting means, programs and websites for conducting (Know Your

Customer) operating procedures

Authority name

Website

Ministry of Trade

WWW.Mmot.gov.iq

Official website of the Security Council
Committee formed under resolution 1373 of

2001

WWW.un.org/sc/ctc

The official website of the International

www.fatf-gafi.org

Financial Action Committee to Combat
Terrorism
The website to combat and investigate www.fincen.gov

financial crimes in the United States of

America

The website of the US Treasury

www.treasury.gov/pages/default.aspx

The website of Banks international settlements www.bis.org
Best practices for applying customer due

diligence

The Central Bank of Iraq www.cbi.iq
AML/CFT Office www.aml.iq

Financial Action Task Force for the Middle
East and North Africa

www.menafatf.org

Wolfsberg Group

www.wolfsberg-principles.com




“Egmont Group WWW.egmontgroup.org

OFAC https://sanctionsearch.ofac.treas.gov

Procedures of the Money Laundering and Financing of Terrorism Reporting
Department

1- Scope
This procedure is applied by the Money Laundering and Financing of Terrorism
Reporting Department at the bank on the banking transactions carried out within the
bank’s boundaries.

2- Purpose

Organizing and controlling the activity of monitoring money laundering and terrorist
financing with the aim of protecting the bank from any cases of corrupt money entering
the bank and falling under legal accountability.

3- Responsibilities
The Money Laundering and Financing of Terrorism Reporting Department at the bank

4- Definitions

Politically Exposed Persons (PEPs)

They are people who hold or have held a senior public office in a foreign country (such as
a head of state or government, judge, military officer, high-ranking government office,
prominent political entity, or prominent figure in a political party).

Money Laundering and Financing of Terrorism Reporting Department:

It is an independent department that specializes in receiving notifications coming from
bank’s branches and departments about operations that are suspected to include money
laundering and financing of terrorism operations. The department undertakes
investigations and examinations of notifications and information received regarding
transactions that are suspected to include money laundering operations, and informs the
Anti-Money Laundering Office of any evidence that the investigation reveals of any
evidence that the investigation reveals that one of the crimes stipulated in the law has been
committed.

20




Money Laundering:

It is every act that involves money acquiring, possessing, disposing of, transferring,
managing, preserving, replacing, depositing, investing, and tampering with its value,
transferring it, or any other act, and the intent of this act is to conceal or disguise its
source, true nature, location, or movement or how to dispose of it, its ownership, or the
rights related thereto, and prevent knowing who committed the crime from which the
money was obtained, knowing that it was obtained from any of the crimes stipulated in the
Anti-Money Laundering and Terrorist Financing Law No. (39) Of 2015.

Financing of Terrorism:

It is financial support in any form to entities and parties that encourage involvement in
terrorism, and this includes those involved in transferring funds to terrorist entities and
organizations and financing them, which may sometimes be legal or legitimate in origin,
but they are accompanied by concealing their sources and ultimately using them to finance

terrorism. As stated in the Anti-Money Laundering and Terrorist Financing Law No. (39)
Of 2015.

Occasional customer :
A customer who does not have a business relationship that is expected to continue with an
institution

Non-resident customer

A natural or legal person who usually resides or is based outside Iraq, who has not
completed one year of his residence inside Iraq, regardless of the nationality of this
person. This does not apply to individuals who have permanent economic activity and
residence inside Iraq, even if they reside there intermittently. '

Beneficial Owner:
The natural person who ultimately owns or exercises direct or indirect control over a
customer or the natural person on whose behalf a transaction is being conducted.
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Due Diligence Measures:

Making effort to identify and verify the identity of the customer or the real beneficiary,
and continuous follow-up of the operations that take place within the framework of an
ongoing relationship, in addition to identifying the nature and purpose of the future
relationship between the bank and the customer

Ongoing Relationship:

It is the financial or banking relationship that arises between the bank and the customer
and which, upon its inception, is expected to extend for a period of time and include
multiple operations. The continuing relationship includes any related financial or banking
relationship and is related to the activities and services provided by the bank to its
customers when the bank expects the relationship to extend for a period of time.

Financial Action Task Force (FATF):

[t is an intergovernmental body whose mission is to study techniques and trends of money
laundering and terrorist financing, and to prepare and develop policies for combating
money laundering and terrorist financing, locally and internationally.

S- Procedures for the identification of a natural person

v Identification data includes the full name of the customer, his nationality,
permanent residence address, phone number, work address, type of activity,
purpose of the transaction, names of those authorized to deal with the account and
their nationalities, and any other information the bank deems necessary to obtain.

v' In the event that a person deals with the bank on behalf of the customer, it must be
ensured that there is a legal power of attorney or authorization approved by the
bank, with the need to maintain it and maintain the power of attorney or a certified
copy thereof, in addition to the need to identify the agent ID in accordance with the
identification procedures for the customer stipulated in this Instructions.
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6- Customers with political connections

It is obligatory to send requests for open accounts of political persons representing risks
“know your customer” to the Managing Director to obtain the necessary approvals before
opening the account. This category is classified within high-risk customers with periodic
follow-up on their accounts.
Politically Exposed Persons are identified as people who hold or have held a senior
public office in a foreign country such as a head of state or government, judge, military
officer, high-ranking government office, prominent political entity, or prominent figure in
a political party. In order to reduce the inherent risks associated with these persons, the
bank will enhance due diligence procedures and continuous follow-up of their
transactions, and will also carry out the following:

v" Understanding the source of wealth and estimated net worth.

v" Involving senior management in oversight of the account.

v" Understanding the expected activity.

v" Determining the identification of all direct relatives.

7- Procedures for the identification of a legal person

v’ Identification data should include the name of the legal person, legal form, names
of the owners, shares of ownership authorized to sign, address, type of activity,
capital, date of registration, and its number, tax number, names of those authorized
to deal with the account and their nationalities, phone numbers, purpose of the
transaction, so that the bank shall be aware of the ownership structure and the
provisions regulating the powers of making binding decisions for the legal person
and any other information the bank deems necessary to obtain.

v" The registration certificate issued by the Ministry of Trade indicating the names of
the owners, the legal name of the company, the by-laws, and any amendments.

v" Obtaining documents indicating the existence of an authorization from the legal
person for the natural persons authorized to deal on the account, in addition to the
need to identify the identity of those authorized to deal in accordance with the
procedures for identifying the customer's identity stipulated in these instructions.

v" Copies of the last budgets and audited financial statements




8- Public company identification data

v

v

v

A registration certificate issued by the Ministry of Trade specifying the owner's
name and trade name, by-laws and any other amendments.

The Board of Directors’ resolution to open the account and obtain banking
services, along with appointing the persons authorized to deal with the account.

A list of the names of persons authorized to sign withdrawing and depositing
checks to the account and identification documents for those authorized.

A copy of the latest financial report and accounts report, provided that it is audited
whenever possible

Names, nationalities and place of birth of managers, employees and officials.

9- Private companies identification data

v
v

v

Company incorporation certificate or commercial registration certificate.
Identification documents and their verification for shareholders who own (10%) or
more of the company's capital.

A copy of the last financial report and accounts report, provided that it is audited.
Names of persons authorized to sign withdrawing and depositing checks to the
account and identification documents for those authorized.

Inquiring about the structure of the legal person to determine and verify the
identity of the owner or end beneficiary of the funds and the principal financier of
the funds, if another person is different and the ultimate controller of the funds is a
different person.




10- Partnership identification data
v Partnership (contract) agreement
v’ The signed documents evidencing the partnership
v" Name, nationality and place of residence of partners.
v’ Identification documents of partners.
v Names of persons authorized to sign withdrawing and depositing checks in the
account and their identification documents.

11- Exchange companies identification data

v A license from the Central Bank of Iraq

v' A copy of the Memorandum of Association.

v" A copy of the Central Bank of Iraq’s approval on appointing the Managing
Director of the company and the assistant and their identification documents.

v Names of the persons authorized to withdraw and deposit and their identification
documents.

v' A copy of the last financial report and the accounts report provided that it is
audited, where possible.

v" Named, nationalities and place of birth of managers, employees and officials.

v' A copy of the last financial report and the accounts report provided that it is
audited, where possible.

12- Charities, clubs and other social institutions identification data

v A letter from the General Authority for Youth and Sports Registration Department
approving the opening of an account for (clubs and societies registered with the
Youth and Sports Authority).

v' A list of the names of persons authorized to sign withdrawing and depositing
checks in the account and their identification documents.

v The original registration certificate authenticated by the concerned authorities,
which confirms the identity of the organization that claims to work on their behalf
and allows them to obtain services.




13- Non-profit organizations identification data

v Name of the non-profit organizations, legal form, headquarters address, type of
activity, date of incorporation, names of those authorized to deal with the account
and their nationalities, phone numbers, purpose of the transaction, and any other
information that the bank deems necessary to obtain.

v That the existence of the non-profit organization and its legal entity be verified
through official documents and the information they contain, such as certificates
issued by ofticial authorities.

v/ Obtaining documents indicating the existence of an authorization from the non-
profit organization for natural persons authorized to deal on the account, in
addition to the need to identify the identification of those authorized to deal in
accordance with the procedures for identifying the customer's identity stipulated in
these instructions.

14- Guardianship identification data

v" Guardianship decision

v" Document of registration of the decision or statement of guardianship.

v' Ensure that the structure of the legal person or guardian is sufficient to identify and
verify the owner, the end beneficiary of the funds, the end provider of the funds,
and the final controller of the funds. In addition, the employee in charge of the
account must make one of the following points for customers of all new
companics:

e Identity documents for the guardian and the beneficiary.
e Pay a visit to the institution or entity.
e Contacting the institution or entity by phone or e-mail

In the procedures for identifying the real beneficiary, the following shall be taken
into account:

v' The bank must recognize the identity of the real beneficiary, and take reasonable
measures (o verify this identity, including relying on data or information obtained
from official documents and data so that the bank is convinced that it is aware of
the identity of the real beneficiary.




v' In identifying the real beneficiary in the case of a legal person, reasonable
measures shall be taken to determine the ownership structure and control over the
legal person. This includes reliance on data or information obtained from official
documents and data, so that the bank is convinced that it is aware of the identity
of the real beneficiary.

v" The bank must request from each customer a written declaration specifying the
identity of the real beneficiary of the transaction to be performed, and so that the
declaration includes information identifying the identity of customers, their
addresses, and their activity, just as customers are fully identified.

15- Maintaining documents and records
v' A copy of customers' identification documents must be kept in addition to the
bank's forms, data obtained from the customer and supporting documents for a
period of no less than five years from the date of ending the relationship with the
customer or the date of closing the account or executing a transaction for an
occasional customer, whichever is longer, and in media guaranteed to be protected
from damage.

16- Shell Banks

Banks that do not have a presence in any country in the world, nor an administrative
presence or license to practice the profession as a bank and are not linked to any
licensed financial institution, and financial transfers may often include a source of
suspicion of these financial transfers by the bank and its management in the event that
the following points exist:

v" That money is transferred from any suspicious activity or source, or attempt to
manipulate or get rid of the legal requirements required when registering or
documenting any financial transfer at the local or international level.

v' That the intention of transferring the funds is to support any commercial activity.




v" That the funds be transferred to assets that can be used or disposed of by any
commercial organization.

v" There is no Murabaha or economic return for this transfer.

v' Tampering with the documents related to the transfer, and it is taken out in a way
that deliberately forges and circumvents the laws.

Working Method

Work procedures of AML/CFT when opening an account is the responsibility of the
bank and it should develop the necessary systems for obtaining identification data and
the legal status of customers and the real beneficiaries of natural and legal persons, and
to determine their validity in order to achieve the requirements of know your customer
when opening an account for any of the customers.

Account opening audit

Obtaining a statement of the new accounts that were opened with the aim of verifying
that the concerned branch has taken the correct procedures and obtaining all official
documents for each customer, which are as follows:

v Verifying that the branch has obtained the identification documents of the person
or customer (Civil Status ID card issued by the General Directorate of Nationality
in all transactions such as proof of identity of the Iraqi citizen, the Unified ID
card, passport, Iraqi nationality certificate, housing card), photocopied and
stamped with a stamp certifying that it is a true copy.

v' The diplomatic or administrative 1D card issued by the Iragi Ministry of Foreign
Aflairs shall be approved as a personal and basic document for account opening
purposes for non-Iraqis working in the diplomatic or administrative corps.

v’ Verification in the event that the person opening the account is a resident (non-
Iraqi) and verifying that he has taken a copy of a valid passport in addition to
whatever support his residence through documents and papers.




Verifying that the customer’s full and detailed address (city name, district name,
street name, building number) is obtained, and supported by obtaining a
residence card. The postal correspondence address, including e-mail, if any, is
also obtained. Customers’ addresses in the country of permanent residence are
also taken into account when opening accounts for people of other nationalities.
Verifying the existence of sufficient clarifications and explanations in the event
that an account was opened for the customer in a place different from his
residence and work.

Verifying the documentation of the nature of customer’s work and obtaining
documents proving this issued by the concerned authorities, such as importer 1D
card, the Chamber of Commerce ID card, the latest certified financial statements
from the concerned records.

Verify that the customer has filled out the “Know Your Customer” form with all
the customer’s data and documents details.

Verifying that the branch has verified the customer (potential customers) that
they are not included in the following lists:

e The internal blacklist that contains the names of suspected persons and
entities, which have been identified either by the bank or by institutions
and the government sector in Iraq from time to time and related to the
financing of terrorism so that these names are circulated to the banking and
financial sector by the Central Bank of Iraq and within the powers granted
to the Reporting Department of adding, amending / deleting the names of
persons within the banking system.

¢ List of Specially Designated Persons and Entities issued by the United
Nations, the US Office of Forcign Capital Control, the Financial Action
Task Force, and other agencies. Other regulations should also be verified
to confirm the examination and audit, and the result of the investigation
and audit should be added to the account opening form (using the OFAC
verification system).

¢ It is also worth evaluating the customer in order to find out if he works
within the political work, through extensive procedures to verify the
identity of the customer by completing the form specified for political
persons and obtaining the approval of the senior management to accept the
opening of the account,




* Verifying obtaining additional personal information through the following
documents and forms as sufficient guarantees for the bank and as follows:
* Know your customer form.
* Account opening application form.
* Signature form for individuals and companies.
* US tax forms.

v" In the event that a person deals with the bank by proxy on behalf of the customer,
it must be ensured that there is a legal power of attorney or authorization
approved by the bank, with the need to keep the power of attorney or a certified
copy thereof, in addition to the need to identify the agent’s identity according to
the procedures for identifying the customer’s identity stipulated in the
instructions.

v' For persons with incapacity, such as minors, documents related to their legal
representative in dealing with these accounts must be obtained.

v’ Verifying that a request has been sent to the managing director to obtain the
necessary approvals before opening an account for politically connected
customers. This category is classified as high-risk customers, with periodic
follow-up on their accounts. Their accounts are verified according to the
following:

¢ Understanding the source of wealth and estimated net worth.

* Involving senior management in oversight of the account.
Understanding the expected activity.

* Determining the identification of all direct relatives

v' The existence of the legal person, its legal entity, the names of the owners and the
authorized signatories must be verified through the necessary documents and the
information they contain such as (the Memorandum of Association and the
Certificate of Incorporation issued by the Ministry of Trade..... ete. ).
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Cash Deposits Audit

The Money Laundering and Financing of Terrorism Reporting Section prints all daily
reports and statements, which show the deposit of large amounts of money that exceed
(15) million dinars or (10) thousand US dollars, in order to verify the following:

v That there be supporting documents proving the source of funds in addition to a
disclosure form duly filled in and signed by the customer and approved by the
branch, and in the event that the customer fails to provide the bank with
documents proving the source of funds, the (Department) must recommend
requesting such supporting documents from the branch.

v Include the customer's data on the inquiry list after a request from (the concerned
branch) or review the customer's Know Your Customer information to identify
the nature of the customer's activity and the financial and non-financial
information related to the customer and his activity.

v’ Review the financial movement to verify whether the financial movement
corresponds to the nature of the customer's activity.

v If the financial movement is consistent with the customer's movements, the
nature of his activity, and the account pattern, the account is placed in a separate
statement (inquiry list) in order to follow up on the account and the operations
that take place in the future. But if they are inconsistent, the liaison officer in the
customer's branch shall be approached to request any documents, papers, and
other information for study and analysis.

v If there is a conviction of the need to monitor customer's account, his name shall
be included in the list of customers under monitoring, and the following shall be
carried out:

e Reviewing the customer's account daily and conducting an initial analysis
to compare the executed financial transaction with previous financial
movements and their compatibility with the nature of the customer's
activity.

e Addressing the branch to obtain reasons and justifications for the
operations carried out on the account and additional information about the
customer.

e If it becomes clear that the information received from the branch is in line
with the nature of the customer's activity, he shall be removed from the
monitoring lists, but if the information is found to be insufficient, the
customer shall be kept under monitoring for a certain period of time in
order to take the appropriate decision.

e Verify that the customer's name is not included in the List of Specially
Designated Persons and Entities (banned list).
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Outgoing bank transfers and checks Audit

v' Bank transfers and checks issued from customers or to high-risk countries
(countries listed in Annex No. 1)

* The reports of transfers and checks issued by customers or to countries
with high risks are compared and the approvals that are issued to ensure
that all transfers and checks mentioned in the list have been previously
approved for issuance.

e As soon as a request is received from the branch, the name of the
beneficiary and the bank to which the transfer is issued shall be reviewed
on the List of Specially Designated Persons and Entities (banned list) to
ensure that they are listed therein.

v" Procedures for reviewing the report of outgoing transfers, the total of which
exceeds (15) million dinars or (10) thousand US dollars, or the equivalent in
foreign currencies.

* Reviewing the financial movement to verify whether the financial

- movement corresponds to the nature of the customer's activity.

* Reviewing the customer's know-your-customer information to identify the
nature of the customer's activity and the financial information related to
that activity.

e If it corresponds to the nature of the customer's activity, the account is
placed in the (inquiry list), but if it does not correspond, the customer is
included in the list of customers under monitoring, with the customer
following up daily with the following mechanism:

* Contact the branch to obtain additional information about the
customer.

* If the information received from the branch is sufficient, the
customer shall be removed from the monitoring lists, but if the
information is found to be insufficient, the customer shall be kept
under monitoring for a certain period of time in order to take the
appropriate decision.
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Incoming Transfers Audit

Review reports of incoming transfers to high-risk customers or from high-risk
countries, and to carry out the following:

v

v

Reviewing the name of the transfer sender and the issuing banks on the List of
Specially Designated Persons and Entities (banned list) to ensure that there is no
ban on any of them.

If the request received from the operations is approved due to the lack of the
address of the customer who sent the transfer, the transfer is evaluated based on
the degree of risk of the customer, the country from which the transfer was sent,
the purpose of the transfer, and the issuance of a recommendation decision.

If the approval of the request received from the operations is due to a lack of
basic information (name) of the transferor or his account number, the operations
are reviewed to ensure that they address the transferring authority to obtain the
missing information and that the request was submitted as a result of the inability
to complete the information from the transferring authority. The transfer is
evaluated based on the degree of risk of the customer, the country from which the
transfer was sent, the purpose of the transfer, and the issuance of the
recommendation decision.

Incoming transfers that are more than (15) million dinars or (10) thousand US
dollars or the equivalent in other foreign currencies.

Ensure that there is a copy of the transfer’s Swift credited to the customer's
account and received from the Operations Department.

Incoming transfers for resident customers from local or foreign banks from the
customer's account with them to his account with the bank. The case is studied if
the amount of the transfer does not correspond to the nature of the customer's
activity.

Incoming transfers for customers classified as high-risk from local or foreign
banks from the customer’s account with them to his account with the bank. The
branch is addressed to provide us with an explanation proving the sources of the
customer’s wealth.

Incoming transfers for customers classified as high-risk from local or foreign
banks from a third party’s account with them to his account with the bank. The
branch is addressed to provide us with a clarification indicating the purpose of
the transfer and to provide documents proving if the amount does not correspond
to the customer’s activity.

In the event that there are incoming transfers in which the purpose of the transfer
is not clarified, and based on the degree of risk of the customer, the country from
which the transfer was sent, and the nature of the customer’s activity, the liaison
officer is requested to address the customer benefiting from the transfer to
provide the bank with a disclosure form. o
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explaining the purpose of the transfer and submitting documents proving that or a
disclosure form signed by the notification officer indicating the customer’s
refusal to disclose the purpose of the transfer or submit documents proving the
purpose.

v Reviewing the customer's know-your-customer information to identify the nature
of the customer's activity and the financial information related to that activity,
and if the financial transfer corresponds to the nature of the customer's activity.

v' If the transfer and the customer’s movements are consistent with the nature of the
customer’s activity, then the account is placed in the (inquiry list), but if it is not
consistent, then the customer is placed in the (under monitoring) list, where the
customer’s account is monitored by the following mechanism:

* Requesting additional information about the customer through the branch,
along with finding out the reasons and justifications for the receipt of
remittances to the customer.

e Ifitis found that the information received from the branch is in line with
the nature of the activity of the customer, the customer is removed from the
monitoring lists, but if the information is insufficient, the customer is kept
under monitoring for a certain period of time in order to take the
appropriate decision.

¢ If there are indications of suspicion, the case will be referred to the director
of the Money Laundering and Financing of Terrorism Reporting
Department.

Auditing of Credits /Credit Issued/ Bills of Collection Issued
v" When a request for approval is sent from the bank’s branch or commercial
department to open a documentary credit issued to a customer with high risks to
countries that do not sufficiently implement the recommendations of the
Financial Action Task Force (FATF), the Reporting Department must perform
the following:
* Ensure that any of the credit parties issued within the approval request
form are not included in the List of Specially Designated Persons and
Entities (banned list). If there is a similarity in the name of the customer or
any of the credit parties, the following is done:
* Determine the reason for inclusion
* Submit recommendations to the Director of the Money Laundering
and Financing of Terrorism Reporting Department regarding the
content of the case and instructing approval or rejection, along with
mentioning the reasons and justifications for refusing to implement
the credit. '
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In the event that the port of shipment or the port of stop is in a high-risk country,
due diligence procedures shall be followed, as appropriate, before (approving the
credit), which is, for example:

* Requesting additional documents such as (invoices, bills of lading, claims,

customs declaration for goods, etc.).
* Knowing whether there is repetition in issuing credits, in which the port of
shipment is in a country with high risks.

Determining the size of the financial transaction and the purpose of opening the
credit and their compatibility with the nature of the declared customer activity
through the available information and documents. In the event that they are not
available, the concerned branch shall be addressed to request the customer’s
know-your-customer form or any documents and papers proving the nature of the
activity if necessary such as (certificate of registration, commercial register,
import license, customer’s financial data, etc.).
[n the event that the purpose does not correspond to the nature of customer’s
activity, clarification shall be requested regarding the purpose of opening the
credit and requesting additional documents and papers as the case may be, for
example (invoices, claims, contracts, etc...) to reach conviction that the process
has a clear economic justification and does not involve suspicion of money
laundering.
Determine the source of the guarantees provided by the customer (check / cash/
transfer) and apply the approved routine procedures according to the type of
financial transaction referred to in the internal instructions.
The case and its results shall be transferred to (EXCEL) table prepared for this
purpose in the name of the customer the credit issuer, or the third party (the real
beneficiary of the credit). In the event that the credit is issued in favor of a third
party, the relationship between it and the account holder is determined by
addressing the concerned branch and asking it to specify the relationship between
the credit issued in favor of a third party and the account holder and to monitor
the repetition of those operations.
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Incoming credit / incoming bills of collection

v When sending an approval request from the branch to the Commercial
Department to accept an incoming documentary credit for high risks customers /
countries that do not sufficiently apply the recommendations of the Financial
Action Task Force (FATF), the following is done:

— Ensure that any of the credit parties issued within the approval request
form are not included in the List of Specially Designated Persons and
Entities (banned list). If there is a similarity in the name of the customer or
any of the credit parties, the following is done:

* Determine the reason for inclusion

® Submit recommendations to the Director of the Money Laundering
and Financing of Terrorism Reporting Department regarding the
content of the case and instructing approval or rejection, along with
mentioning the reasons and justifications for refusing to implement
the credit.

v" In the event that the port of shipment or the port of stop is in a high-risk country,
due diligence procedures shall be followed, as appropriate, before (approving the
credit), which is, for example:

* Requesting additional documents such as (invoices, bills of lading, claims,
customs declaration for goods, etc.).

* Knowing whether there is repetition in issuing credits, in which the port of
shipment / stop is in a country with high risks to the customer.

v Determining the size of the financial transaction and the purpose of the incoming
credit and their compatibility with the nature of the declared customer activity
through the information and documents available to us in the inquiry lists with
the nature of customer’s activity.

v' The case and its results shall be transferred to (EXCEL) table prepared for this
purpose in the name of the customer the beneficiary of the credit.

v' In the event that customer’s information or documents are not available, the
concerned branch shall be addressed to request the customer’s know-your-
customer form or any documents and papers proving the nature of the activity if
necessary such as (certificate of registration, commercial register, import license,
customer’s financial data, etc.).

v' In the event that the purpose does not correspond to the nature of customer’s
activity, clarification shall be requested regarding receiving the credit and
requesting additional documents and papers.
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v' In the event that an e-mail is received from the Commercial Finance Department
asking the beneficiary customer to transfer the credit to a second beneficiary or to
assign the extracts of the received credit to a third party, the following shall be
performed:

* Knowing the reasons and justifications for transferring / waiving the credit
and the relationship between the customer and the beneficiary of the credit
and the second beneficiary or the third party to whom the extracts will be
transferred, prior to its approval.

* In case of lack of sufficient justifications, documents and supporting
documents shall be requested for the reasons for transferring the credit or
assigning its extracts, such as (contracts, claimed values, bills, ete. ).

¢ If the Money Laundering Reporting Department is convinced that there are
convincing and logical justifications for the executed operations, the case
shall be terminated.

Auditing of Guarantees (Letters of Guarantee)
When issuing a request for approval to issue a local / foreign guarantee for a customer
with high risks / the beneficiary of the guarantee, or if one of the parties to the
guarantee belongs to countries that do not fully apply / do not apply sufficiently the
recommendations of the Financial Action Task Force, the following shall be performed:
— Ensure that any of the guarantee parties issued are not included in the List
of Specially Designated Persons and Entities (banned list). In the event that
there is a matching/similarity of the name or any of the parties to the
guarantee on the List of Specially Designated Persons and Entities (banned
list), the following shall be performed:
* Determine the reason for inclusion
®* Submit recommendations to the Director of the Money Laundering
and Financing of Terrorism Reporting Department regarding the
content of the case and instructing approval or rejection, along with
mentioning the reasons and justifications for refusing to implement
the guarantee.

v" In the event that the beneficiary of the guarantee belongs to a country with high
risks, due diligence procedures shall be followed as appropriate, which are, for
example:

* Requesting additional documents and papers such as (a copy of the bid, a
copy of the Letter of Award, a copy of the contract....etc.)
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v

* Determining the size of the financial transaction and the purpose of issuing
the guarantee and their compatibility with the nature of the declared
customer activity through the information and documents available to us in
the customer inquiry lists.

In the event that customer’s information or documents are not available through
inquiry lists, the concerned branch shall be addressed to request the customer’s
know-your-customer form or any documents and papers proving the nature of the
activity if necessary such as (certificate of registration, commercial register, etc.)
The case shall be transferred to (EXCEL) table prepared for this purpose in the
name of the customer or the third party (the guaranteed). In the event that the
guaranteed differs from the one requesting the issuance of the guarantee, the
relationship between him and the account holder shall be defined, and the
repetition of these operations shall be monitored.

[n the event that the purpose does not correspond to the nature of the customer’s
activity, clarification shall be requested regarding the purpose of the guarantee
and additional documents shall be requested through the branch.

Daily audit procedures for the accounts of high-risk customers

The accounts of customers with high risks are reviewed according to the following
mechanism:

v
v

v

Obtaining a statement showing high-risk customers

[n the event that unusual financial movements are observed on the account, the
customer's activity must be verified and re-inquiring within the prohibited lists.

A clear identification of the nature of the account movements of high-risk
customers to identify the usual activity from the unusual or suspicious activity.
Reviewing the daily statements received and matching them with the transactions
made on the customers’ accounts.

Monitoring and reviewing all movements and transactions that take place on the
high-risk customers” accounts and those related to them, which are carried out
through them or through those acting on their behalf, whether they are for the
bank's customers or non-customers of the bank, and subject them to ongoing
monitoring procedures.
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v' In the event that it is not possible to obtain an appropriate or acceptable
explanation for the customer’s movements and it is found that they are not
commensurate with the known nature of the customer’s activity, professional due
diligence measures shall be taken. In the event that suspicious continues
regarding these parties, the case shall be referred to the AML/CFT Office.

17- Duties of the liaison officer (at the bank’s branches)

v The liaison officer shall audit and review the banking operations that are equal to
or more than the specified ceiling and supported by the documents and papers
required for them and submitting them to the Reporting Department in the
General Administration.

v' The liaison officer shall send all daily, complete and incomplete information
forms according to the work of the Money Laundering and Financing of
Terrorism Reporting Department.

v' The liaison officer shall take the appropriate action for suspicious transactions
according to the specified procedures, in coordination with the Money
Laundering and Financing of Terrorism Reporting Department in the bank.

v" Ensure that the branch takes due diligence measures appropriate to the degree of
customers’ risk, according to the risks of money laundering and financing of
terrorism.

v" Ensure that the branch enters the information contained in the account opening
form (KYC) on the global banking system correctly and without any deficiency.

18- Establishing relations with foreign banks
In the event of a desire to enter into banking relations with a new correspondent bank to
provide money transfer services, financing foreign trade, letters of credit and other
financial services in a new country in which Al-Huda Bank does not have a
correspondent bank therein, the position (status) of the institutions and banks in this
country must be studied to ensure the availability of systems and procedures for
reporting money laundering and financing of terrorism through the following:

* Obtaining a copy of the bank's registration certificate and the license granted to it
to practice banking business, and to seek the help of websites and neutral systems
such as (www.almanac.com) for verification and to obtain any additional
information on the bank through:
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Obtaining the final financial statements of the bank for the last fiscal year,
along with a copy of the external auditor's report.

Getting acquainted with the bank's evaluation and credit rating according
to international rating companies.

Obtaining a list of the names of each of the Chairman, members of the
Board of Directors, authorized signatories, and executive managers, in
addition to the names of shareholders who own (5%) or more of the bank’s
capital, and verifying that all names are not included in the List of
Specially Designated Persons and Entities (banned list), and the same
applies to the name of the bank.

Ensure that there are no financial fines incurred by the bank as a result of
its weak regulatory compliance program or as a result of its involvement in
money laundering or financing of terrorism cases.

Obtaining a copy of the bank's internal policies and procedures of
AML/CFT.

Carrying out periodic follow-up in updating the information and
documents of the bank and any change in the names of its board of
directors, managers and owners, and periodical verification of their names
are not included in the List of Specially Designated Persons and Entities
(banned list). The same applies to the name of the bank.

Reviewing all documents and papers related to those institutions or banks
that must be available according to the work procedure, and making sure
that they meet the approvals for their validity.

Ensure that the name of the institution or bank, or one of the members of
the board of directors, or one of the authorized signatories on the account is
not included in the various lists with which dealing is prohibited.

Sending the AML/CFT questionnaire to the correspondent bank and
reviewing it after filling it out in order to reach sufficient conviction of the
commitment of those parties to a set of AML/CFT procedures and policies
to in that country and its institutions.

40



v" Knowing the nature of the foreign bank and its reputation in the field of
AML/CFT, and any other requirements, as the case may be.

v’ The above paragraph shall be implemented in accordance with the
AML/CFT questionnaire in English.

19- Reporting suspicious operations

In the event of suspicion or discovery of a money laundering or financing of terrorism
operation, the employee must inform the Money Laundering Department immediately
about those operations, the reasons and the analyzes on which that suspicion was based,
according to the forms designated for that and attached to the supporting documents, as
there are specific indicators that can be relied upon to classify the operations as
suspected operations, for example, their contrast to the nature and activity of the
personal and/or commercial customer, including:

v" The existence of accounts that the nature of the transactions carried out through
them does not appear to be consistent with the nature of the customer’s activity,
but rather they are used to receive and distribute large sums of money for an
unclear purpose or that has nothing to do with the account holder or his activity.

v Opening accounts with several banks located within one geographical area and
transfer the balance of such accounts to a single account and then transfer the
accumulated amount in this account abroad.

v' Maintaining multiple accounts for the same person and depositing cash amounts
in each of these accounts so that they constitute a large sum in a manner that is
not commensurate with the nature of work for that person, except in the accounts
of institutions whose nature of work requires maintaining more than one account.

v" Depositing checks from third parties in large amounts endorsed in favor of the
account holder, but they do not seem consistent with the relationship with the
account holder or the nature of his work.

v The occurrence of a fundamental change in the way the customer's account is
managed that is inconsistent with his data.

v' Carrying out large cash withdrawals from the account, the usual withdrawals
made through it are relatively small, or from an account that receives unexpected
large funds from abroad.

v" Accounts of companies or institutions that show little or irregular activity.

v" Depositing amounts in a specific account by a large number of people without an
acceptable explanation.




v Submitting financial statements of companies that are not certified by competent
official authorities and not audited by a legal auditor.

v' The customer submits financial statements about his business activity that are
clearly different from similar companies operating within the same sector.

20- Confidentiality of dealing with the customer

v" Under no circumstances may the customer be notified in any way, directly or
indirectly, that dealing with him is the subject of suspicion and examination,
because this behavior constitutes a criminal offense that must be avoided, it also
wastes the efforts of the bank and the AML/CFT authorities, and certainly affects
the reputation of the bank.

v' The necessity of not disclosing the existence of any suspected case to any party
except for the money laundering and terrorist financing reporting officer in the
bank must be adhered to. It is strictly prohibited to disclose to the customer or the
real beneficiary, or to other than the authorities and authorities concerned with
applying the provisions of the AML/CFT Law, any of the reporting procedures
regarding financial transactions suspected of involving money laundering or the
data related thereto.

v" If suspicion of a particular transaction results in an unusual delay in its execution,
the employee who deals with the customer must explain to the customer that the
delay is due to internal reasons related to the bank, and care must be taken not to
stop dealing with the customer in cases of suspicion, as the role of the bank is
limited to reporting and not suspending the dealing.

21- Suspicion Indicators

«* Suspicion indicators of cash withdrawals and deposits
e Carrying out several large cash operations at several branches by the
customer or by several persons on behalf of the customer on the same day.
* Cash deposits that include counterfeit, semi-damaged or old banknotes at
high rates.
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Large cash deposits that do not seem logical by the individual or his
company who usually carry out their normal activities through checks or
other payment instruments.

The customer returns part of the amount to be deposited when he knows
that he must follow special due diligence procedures for unusual
operations.

If the deposits are transferred from the account to an entity that does not
seem to have a clear connection with that person and within a short period
of time.

Sudden and rapid withdrawal of customer balances without convincing or
acceptable justification.

Transferring large sums of money outside Iraq and / or receiving incoming
transfers from abroad accompanied by cash payment instructions.

A significant increase in cash deposits for any person without a clear
reason or justification for that.

Depositing cash amounts in multiple stages, regardless of the value of the
amount deposited each time, and those deposits in total constituted a large
sum.

Exchanging large quantities of banknotes of small denominations with
banknotes of large denominations without apparent reasons.

Large cash deposits that include cash packages sealed with the seal of other
banks.

Focusing on cash withdrawals and deposits instead of using bank transfers
or other negotiable tools without a clear justification.

** Suspicion indicators through transfers

Transferring multiple amounts to the same beneficiary, or receiving
multiple transfers of normal amounts to the same beneficiary.

Transfers of similar amounts (daily / weekly), which in their entirety
constitute large sums.

Receipts of transfers to a person who does not maintain an account with
the bank using various payment tools, each of which is less than the limit
that must be reported.

Transferring incoming deposits / transfers to the account abroad,
immediately after receiving them in the account, whether in one payment
or in several payments.




Using the values of the incoming transfers as soon as they are received to
purchase various monetary instruments in order to pay to another party.
Transfers received with instructions to convert their values into checks and
send them by mail or deliver them to a person who does not maintain an
account with the bank.

Incoming transfers or checks to the account of exchange companies in
amounts less than the limit to be reported.

Implementing non-routine transfers within the package of routine transfers
that are executed as a single transfer.

Transferring large amounts of money outside Iraq or receiving incoming
transfers of large amounts accompanied by cash payment instructions.
Depositing bearer securities in the account and then transferring them to
another party.

Frequent issuance of foreign transfers for funds that the customer claims
represent international profits.

** Suspicion indicators through banking facilities

Payment in amounts larger than expected that are originally irregular
facilities and before the expected time.

Sudden repayment of large debts without a clear and reasonable
explanation of the source of repayment.

Providing financial statements that do not comply with accounting
principles.

Request to obtain facilities for foreign companies or companies operating
in offshore areas or facilities secured by the obligations of foreign banks or
offshore banks (banks located outside the country of residence of the
depositor, and are often in countries with low taxes or financial institutions
that are not subject to international supervision).

Request to obtain facilities in exchange for mortgaging assets owned by a
third party, where the source of those assets is unknown to the bank, or the
size of those assets is not commensurate with the customer’s financial
situation.

Purchasing certificates of deposit and using them later as collateral to pay
off the facilities.

Transferring facilities unexpectedly abroad.

Obtaining credit facilities against the guarantee of cash deposits.
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* The customer’s request to obtain facilities or arrange for him with third
parties, where the source of the customer’s or customers’ financial
contribution to that financing is unknown.

e Obtaining credit facilities with cash collateral abroad.

e Obtaining credit facilities in return for seizing the deposits of subsidiaries
abroad, especially if they are in countries known to be producing and/or
marketing drugs, or high-risks countries.

* The existence of circumstances surrounding the request to obtain facilities
due to doubts about the validity and validity of the guarantees of these
facilities.

* Suspicion indicators through Safe deposit boxes, if any
e Customer maintaining several Safe deposit boxes without clears
justification.
* Using Safe deposit boxes significantly, this may indicate that the customer
keeps cash inside the box.
* Visiting the boxes by the customer repeatedly before or after making cash
deposits that are less than the prescribed limit.

“ Suspicion indicators through international banking transactions

* Building large balances that are not commensurate with the size of the
customer's natural activity and the successive transfer to an account or
accounts opened abroad.

* Carrying out banking operations with foreign banking units whose names
are similar to the names of legitimate banking institutions known for their
good reputation.

* Recurring deposit of checks in foreign currencies in a person's account in a
way that is not commensurate with the nature of the movement of that
account.

* Recurring issuance of checks in foreign currency or other negotiable
instruments for an amount exceeding the limit specified in the instructions.
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«* Suspicion indicators through customer behavior

Customer's inquiry from the bank about the bank's records, regulations,
instructions, and the limit of the financial amounts included in the
instructions.

A customer who is still studying and requests irregularly to issue transfers,
receive transfers, or exchange currencies with large amounts that are not
consistent with his status and the nature of his activity.

Customer’s dissatisfaction and unwillingness to complete the procedures
of a particular financial transaction when he knows that it requires
informing the concerned authorities of its details.

A customer with a volatile mood who refuses to provide the bank with the
necessary identification documents.

Presenting an amount of unjustified money or precious gifts to a bank
employee and trying to persuade the employee not to verify the documents,
proof of identity and other documents.

The customer behaved abnormally, such as not taking advantage of the
opportunity to obtain a high Murabaha on a high balance and being
ignorant of the basic facts related to the financial transaction.

The customer who is controlled by another person when he comes to the
bank and is unaware of what he is doing, or who is elderly and is
accompanied when executing the transaction by a person who is not related
to him.

Submitting  suspicious personal identification documents and the
customer's refusal to provide the bank with his personal information.
Refusal to disclose details of activities related to his work or disclosure of
data, information or documents related to his institution.

Reporting suspected cases of money laundering (internal reporting)

e Inthe event that there are any indications of suspicion, the internal reporting form
of the bank’s branches and departments (Annex No. 2) must be filled out and sent
to the director of the Money Laundering Reporting Department, (whether the
reporting is from within the unit or other business units).
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22- Dealing with suspicious cases

When dealing with the issue of suspected money laundering, the safety principle, which
is represented in the following four steps, must be observed:

v

v

SEARCH: Search for any indicators of suspicion in the financial transaction that
may indicate the customer’s involvement in money laundering or terrorist
financing operations.

ASK: Asking the customer the appropriate questions and not drawing the
customer’s attention to the existence of a suspected money laundering and
terrorist financing operation.

FIND: Reviewing known information about the customer in his file to decide
whether the observed suspicious indicators apply or conflict with the expecied
information and nature of the customer's activity.

EVALUATE: Evaluating and making an objective decision about the validity of
the suspicion of the financial transaction or not, and conducting the proper
documentation of the suspected transaction and reporting it according to the
procedures that have been approved.

23- Department’s role to verify before entering the window of buying and

selling the US dollar

The role of the Money Laundering and Terrorist Financing Reporting Department is to
follow up on the compliance of all administrative departments and bodies of the bank
with the standards governing the process of entering the weekly US dollar buying and
selling window. The currency sale window in the Central Bank of Iraq is a means to
guarantee and stabilize the exchange rate of the Iraqi dinar by meeting the requirements
of the Iraqi economy by providing foreign currency to cover the needs of citizens in
terms of the US dollar. In anticipation of any money laundering or terrorist financing
operations, or the bank's entry into fictitious operations, it is therefore necessary for the
department within the bank to verify the commitment of the department responsible for
entering the window for selling foreign currencies by carrying out the following:

v

v

Bank's commitment to the policies and procedures approved by the Central Bank
of Iraq, which are related to the window for buying and selling foreign currency.
Bank's commitment to the approved standards in dealing with companies that
have suspicious dealings and are listed on blacklists.
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v' The extent of bank's commitment to implementing the instructions for buying and
selling foreign currencies, and the adequacy of the procedures followed by the
bank so as not to violate these instructions.

v" The bank sends detailed statements of the amounts transferred from foreign
currencies to the Central Bank of Iraq, so that this statement shows the uses of
cash, after (30) days of confirmation or request.

v' The extent to which the bank follows up on fluctuations in dollar prices.

v' Verify that the bank sells the US dollar to the parties requesting the dollar at the
exchange rate specified by the Central Bank of Iraq and that it does not violate
the exchange rate.

v' The above shall be verified by the following:

e Verify that the companies applying to the window are not included in the
local and international ban lists.

e Verify the existence of a purchase order prepared by the companies
indicating the company's desire to enter the window.

» Verify that the persons and entities requesting US dollars from the bank do
not exceed the limit set by the Central Bank of Iraq (125,000) dollars for
companies and (3,000) dollars for individuals per week.

* Review the acknowledgment letter prepared by the administrative affairs
of the bank and signed by the Managing Director, the Compliance Officer
and the Reporting Officer, stating that the funds submitted are valid and
there is no suspicion of money laundering.

* Verify that the employee in charge of window operations in the bank has
prepared an EXCEL table containing the company code (company name in
Arabic and English, the required amount).

24- Develop reports related to money laundering
v" Quarterly reports submitted to the Central Bank of Iraq, which show that the bank
has reviewed all instructions and directives issued by the Central Bank of Iraq
and all circulars related to money laundering, as well as the observations and
directives of the Board of Directors and Audit Committees, in addition to the
most prominent observations that appeared during the past three months. It is
worth noting that these reports must be approved by the Board of Directors.
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Quarterly assessment forms sent to the AML/CFT Office of the Central
Bank of Iraq exclusively.

v" Work to provide the Bank's Board of Directors with monthly reports, which show
the following:

Any other issues or developments related to the work of the Money
Laundering and Financing of Terrorism Reporting Department.

Unusual and suspicious transactions that exceeded the limits set by the
bank (statistical and numerical) and the decisions taken in their regard.
Training programs held in the field of AML/CFT (compared to the annual
training plan).

Any amendments to the policies, internal systems, or procedures followed
in the bank during the period covered by the report.

Raising any recommendations, decisions or penalties the bank was
subjected to during the period covered by the report.

Results of the periodic review of AML/CFT systems and procedures
followed in the bank in terms of weaknesses and proposals to avoid them.

25- Customers’ classification

Classifying bank’s customers into categories according to the degrees of risk, while
developing the necessary procedures to deal with these risks in proportion to those
degrees, and working to review this classification periodically, so we have classified
customers into the following categories:

1. Low-risk customers:

Nationality: Iraqi

Geographical location (country): Iraq

Nature of work: All simple works for which the source of funds (income)
is known (employee, retired, owner of a craft or simple business, etc.).

Transaction volume: financial transactions within the authorized account
limits and consistent with the nature of the work.
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2. Medium-risk customers:

e Nationality: Iraqi whose total period of residence inside the country is six
months during the year, or other nationalities that have a valid residence
permit for a period of one year and are not included in the local and
international ban lists.

* Geographical location (country): Iraq or other countries not included in the
local and international ban lists.

* Nature of work: degree holders (university professor, doctor, project
manager, translator ...)

e Transaction volume: financial transactions within the authorized limits of
the account and in accordance with the nature of the work and with
regulated periods of time, but with a higher ceiling of amounts.

3. High-risk customers:
They are the customers who are listed under high risks as a result of the nature of
their activities and dealings, as the following customers are considered high risk
customers:
e Nationality: Iraqi or other nationalities included in the local and
international ban lists.
* Geographical location (country): All countries included in the local and
international ban lists.
* Nature of work: holders of high positions and their relatives up to the third
degree.
® Transactions volume: import, export, trade of all kinds, facilities...etc.
* Where the following precautionary measures shall be taken:

- Receiving the account opening application from the
branches, attached with a copy of the personal identification
document (natural / legal) supporting the opening of the
account and indicated that it is (a true copy).
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Verifying that the customer's name is not included in the
List of Specially Designated Persons and Entities using local
and international blacklists.

Verifying the credibility of all supporting documents and
submitting a recommendation to the Manager of the Money
Laundering and Terrorist Financing Reporting Department.
Submitting the account opening transaction (account opening
application with documents) to the Managing Director for
final approval to open the account for the customer.

= Send the approval to the concerned branch. The following accounts
must be approved:

= The

Non-resident persons.

Politically Exposed Persons (PEPs) of Iraqis and non-Iraqis
Persons who belong to countries included in the list of
(FATF) countries and regions that are not cooperating and /or
exporting drugs or supporting terrorism and/or do not have
effective AML/CFT measures.

Non-profit charitable associations or organizations.

Exchange companies or offices.

Non-Iraqi customers who hold diplomatic passports.

daily statement that shows the accounts opened for customers

classified as high risk is reviewed, and in the event that it was found
that such an account was opened without obtaining prior approval
to open it, the following shall be carried out:

Submitting a recommendation to the senior management to
direct the branch's violation.

Inquire about the reasons for not obtaining the prior approval
for opening the account, as well as requesting a copy of the
documents supporting the opening of the account.

Studying and evaluating those papers and documents and
ensuring that the customer's name is not included in the
various Lists of Specially Designated Persons and Entities
(banned lists), and then submitting a recommendation to the
branch manager to close the account or continue dealing with
the account, depending on the situation.
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26- Training
The executive management, represented by the Managing Director, is responsible for
coordinating and directing with the Money Laundering and Financing of Terrorism
Reporting Department, the Compliance Department and the Human Resources
Department, to develop training programs for all bank employees of all job ranks and
titles in order to enroll them in courses in AML/CFT, provided that these training
courses include the following topics as a minimum:
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Definition of money laundering.

Definition of financing of terrorism.

Other related definitions.

Suspicious operations.

Money laundering stages.

Customer risks, their classifying methods, and the mechanism of internal dealing
with them.

Money laundering risks, on the bank, the employees, the economy...etc.

Banking operations that involve money laundering or terrorism financing risks.
Suspicious behaviors (employees and customers)

Anti-Money Laundering and Financing of Terrorism Law No. (39) of 2015
Special laws and instructions.

Mechanism for keeping documents, papers, laws and instructions regulating in
this regard.

v FATF Organization.
v" Know Your Customer (KYC) its importance, scope of work, and mechanism of

work, provided that all the bank’s old and new employees undergo this course at
least annually, or whenever new laws and regulations occur, or any matters that
require employees to be subjected to this course before the end of the year,
provided that new employees are subject to these courses immediately after
joining work and before they perform any banking work. The training program
for the bank’s employees must include continuous training to ensure that its
officials and employees maintain their knowledge, skills, and capabilities in order
to increase their efficiency in strict compliance with the rules and regulations
established for combating money laundering and terrorist financing, and to
ensure that they are informed of new developments related to the methods and
general trends of money laundering and terrorist financing operations and
systems to combat them, as well as local, regional and global developments in
this regard.
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The senior executive management, in coordination with the Money Laundering
and Financing of Terrorism Reporting Department and the Compliance and
Human Resources Departments, shall conduct a periodic review of the training
needs, study these needs, consider issues of expertise, existing skills and
capabilities, the required jobs and roles, the size of the bank, the bank’s risk
classification, and the result of the prior training. The Board of Directors must
also take into consideration and approve the outcome of each review.

The Executive Management and the Money Laundering and Financing of
Terrorism Reporting Department shall plan and implement these programs in
coordination with the Anti-Money Laundering Office and the Central Bank of
Iraq, provided that the following is observed:

The training should include the issues, sectors, units, officials and employees of
the bank. ,
Resorting to the implementation of training programs in specialized institutes that
are established for this purpose, if necessary, whether locally or abroad.
Coordinating with the Compliance Officer regarding the selection of employees
who are nominated to attend training programs in this field.

As for the training for the employees of the Money Laundering and Financing of
Terrorism Reporting Department and the employees of the department assigned
to this role (the liaison staff), they must undergo specialized courses in this field
and the field of fraud, provided that they undergo training courses of not less than
two courses or two specialized workshops, and it shall be in coordination with the
institutes and competent authorities accredited locally and abroad, and these
employees must also undergo an external course (outside Iraq) once a year.

It is also necessary to urge the specialized employees to obtain professional
certificates in the field of AML/CFT from internationally accredited bodies. This
shall be done in coordination with the senior management and the Human
Resources Department.

As for training courses and workshops that are held through the Central Bank of
Iraq, the policy followed by the bank is to involve employees in such courses and
workshops, in coordination with Human Resources to nominate employees for
such courses.
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27- Periodic Review
The Money Laundering and Financing of Terrorism Reporting Department of the bank
shall be subject to annual periodic reviews and audits (at least once a year) by the
following authorities:
v" The internal audit is carried out by the bank’s internal audit department, and the
results of the audit are presented to the audit committee of the Board of Directors.
The report includes existing weaknesses and the size of risks, in addition to
recommendations and proposals, which are submitted to the Board of Directors.
Provided that this audit is carried out at least annually (i.e. at least once a year).
v" Independent external audit and this audit shall be conducted by the bank's
external auditor.

Money Laundering and Financing of Terrorism
Reporting Department
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‘Annex No. (1) High-Risk Countries

e Afghanistan Malawi Libya

e Albania Mali Liberia

e Angola Mauritania Kenya

e Argentina Moldova Venezuela
e Azerbaijan Mozambique Kazakhstan
e Bangladesh Myanmar Vietnam
e Belarus Nepal Kyrgyzstan
e Bolivia Nicaragua Laos

e Burkina Faso Niger Zimbabwe
e Burundi Nigeria Zambia
e Cambodia North Korea Yemen

e (Cameroon Papua New Guinea Lebanon
o Central African Republic Paraguay

e Chad The Philippines

e Democratic Congo Russia

e Cuba Rwanda

e Djibouti Sao Tome and Principe

e Ecuador Sierra Leone

o Egypt Solomon Islands

e Equatorial Guinea Somalia

o Eritrea Sudan

o Ethiopia Syria

e Gambia Tajikistan

e Guatemala East Timor

e Guinea Bissau Togo

e Jobana Tonga

e Haiti Turkmenistan

e Honduras Uganda

o (Cote d'lIvoire Ukraine

e Iran Uzbekistan
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‘Annex No. (2) — Internal Reporting Form

(Confidential)

To/ Manager of Money Laundering and Financing of Terrorism Reporting Department
Date: //

Customer information
Customer name (natural/ legal):

---------------------------------------------------------------------------------------------------------

Operation TYPE: < sussarmssmssos o e s isrssmensmssssssgae
Operation aMOUNT: ......vvvueiiiitiiriiniiiiiiiieiieiiaeanns
Attach a copy of the documents indicating the operation
Description of the suspected case:

...........................................................................................................
...........................................................................................................
...........................................................................................................
............................................................................................................

...................................

Name of the reporting employee: .......c.ovvivriiiiiiiiiiiiriiiiiiiiiiiiiane,
SRBNAIVIIOT <o v sonioos v on B0 a0 S9N R GV VBN BV A TR ST SR MU B TS RS rHEn

e Name of the customer, in the case of companies, full name of the company / name of the
Managing Director.

e Attach a copy of the documents proving the suspected operation.
e The employee has the right not to fill out the (employee name) field.

e This information is confidential and limited circulation between the reporting officer and the reporting
employee, and it is not permissible to disclose it to any non-competent party, including the suspected
customer.
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Subject Page No.

Scope 1
Purpose 1
Definitions 1
Politically Exposed Persons (PEPs) 1
Money Laundering and Financing of Terrorism Reporting Department 1
Money Laundering 2
Financing of Terrorism 2
Financial Action Task Force (FATF) 2
The most prominent points of difference between money laundering and 3
financing of terrorism

Responsible authorities 4
I. Overview of money laundering and financing of terrorism -
II. The importance of anti-money laundering and combating financing of 5

terrorism

Organizational structure of Money Laundering and Financing of Terrorism 6
Reporting Department

III. Responsibilities of Board of Directors and Money Laundering and 7

Financing of Terrorism Department Manager (Reporting Officer)
IV. The duties assigned to the Money Laundering and Financing of Terrorism 8
Reporting Manager

V. Responsibilities of the AML/CFT Reporting Department 11
Penalties incurred by the Bank 13
Know Your Customer (KYC) Principle 15
Annex No. (1) Terms contained in the Operating Manual of the Money 18
Laundering and Financing of Terrorism Reporting Department

Annex No. (2) Supporting means, programs and websites for conducting 19
(Know Your Customer) operating procedures

Procedures of the Money Laundering and Financing of Terrorism Reporting 20
Department

Working Method 28
Account opening audit 28
Cash Deposits Audit 31
Outgoing bank transfers and checks Audit 32
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Incoming Transfers Audit 33
Auditing of Credits /Credit Issued/ Bills of Collection Issued 34
Incoming credit / incoming bills of collection 36
Auditing of Guarantees (Letters of Guarantee) 37
Daily audit procedures for the accounts of high-risk customers 38
Duties of the liaison officer (at the bank’s branches) 39
Establishing relations with foreign banks 39
Reporting suspicious operations 41
Confidentiality of dealing with the customer 42
Suspicion Indicators 42
Reporting suspected cases of money laundering (internal reporting) 46
Dealing with suspicious cases 47
Department’s role to verify before entering the window of buying and selling 47
the US dollar

Develop reports related to money laundering 48
Customers’ Classification 49
Training 52
Periodic Review 54
Annex No. (1) 55
Annex No. (2) 56

- Seal: AL HUDA BANK, Board of Directors - Seal: AL HUDA BANK, Board of Directors
Office

(Signature) (Signature)
Office Manager of the Chairman of the Deputy Chairman of the Board
Board of Directors
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